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General Description:

     The Medic Alert Passport System will expand on the key ideas of the Medic Alert bracelet.  It will use a passport to store sensitive patient information, such as patient allergies, medication, medical history, and emergency contact information.  This information will serve to help protect the patient from over medication, allergic reaction, and drug complications due to caregiver oversight.  The Medic Alert Software System will also help to reduce liability, and enhance patient care in the medical system.  Each patient participating in the system will carry a Medic Alert Passport.  It will be responsible for securely storing sensitive patient information, and resisting malicious attacks.  The passport will facilitate hospital check in procedures and prescription renewals by eliminating the need for multiple sources of ID and paper prescriptions.

     Once a Medic Alert Passport has been initialized, it will uniquely identify a patient and the patient’s medical information as shown in table 1.  As the patient is prescribed medication, receives treatments, or discovers allergies, the Medic Alert Passport will be updated with the most current information.  No information should be added to the passport without the patients consent.  At any time the patient should be able to block any information that he or she deems necessary.  The passport should restrict information access to authorized entities only.  For example, the hospital billing department should have no access to any past medical information about the patient (i.e. AIDS, genetic disorders… ). 

table 1

	
	Owner
	Emergency Room / Drs.
	Billing Department
	Pharmacy

	Name
	
 

	

	

	


	Past Medical History
	
 

	
 

	

	


	Allergies
	
 

	
 

	

	


	Medication
	
 

	
 

	

	
 


	Prescription Information
	
 

	
 

	

	
 


	Disabilities
	
 

	
 

	

	


	Current Tests
	
 

	
 

	

	


	Health Insurance
	
 

	

	

	


	Social Security Number
	
 

	

	

	


	Organ Donor
	
 
 

	

	

	


	First Emergency Contact
	
 
 

	

	

	


	Second Emergency Contact
	
 
 

	

	

	


	Address
	
 
 

	

	

	


	Phone Number
	
 
 

	

	

	



Glossary:
shall – This is a requirement of the highest priority.
should – This is a requirement which is not critical to system functionality, but should be implemented as time permits.
desirable – This requirement is a design consideration.  Developers should not spend unnecessary time on these requirements unless the project is ahead of schedule and under-budget.
group level access – Read access will be controlled be user groups, they are: Pharmacists, Doctors Emergency Room Personnel, and the Hospital Billing Department

passport record – An individual entry into the Medic Alert Passport.  Examples include, but are not limited to: Emergency Contact, A current prescription to penicillin, Billing Information, A known allergy, or a past medical ailment.  
MAP – Medic Alert Passport
MAPS – Medic Alert Passport System
passport – A portable information storage device, which holds pertinent medical information about the passport holder.
transactions – a transaction is any time a passport is submitted for the read or write operations by any system user other then the passport holder
history log – who performed the access (i.e. the company name of name of the pharmacy, and the pharmacists identification number), what records were accessed (read), what records were created, and the date and time of the access. 
authentication – The secure verification of the identity of a party, and the conformation that the said party confirms the information to be authenticated.
writ of acknowledgement – a contract between the passport holder and the accessing party that the information contained within the contract is valid. 

off-passport – Any storage location outside the Medic Alert Passport.
authorized personnel – Passport Holder, Pharmacists, Doctors, Emergency Room Personnel, and the Hospital Billing Department.  For access privileges see table 1.
record – a record is a unit of information on the passport, examples include but are not limited to: a current prescription, a past medical ailment, organ donor information, an emergency contact, social security number, insurance policy, address, phone number…

MAPS Stake Holders:
Users

· Patients

· Pharmacists

· Doctors

· Emergency Room

· Hospital Billing Department

Insurance

Legal

System Management / Tech Support

Developers

Pseudo-Stake Holder: Jon Kuhl (Project Management)

Stake Holder Needs:
Patients

SH 1.
Small: Should be able to wear the passport or keep it in a wallet and/or purse
SH 2.
Durable: Comparable to a watch, ring or drivers license (water proof, impact resistant, flexible)
SH 3.
System should not require technology in the home

SH 4.
1) User should be able to block/restrict access to medical records, 2) The information should be temporarily visible with patient verification  
SH 5.
No information should be added to the passport without the patients consent
SH 6.
View a history log of past transactions
Emergency Room

SH 7.
ER should have emergency access to information stored on card if patient is unable to communicate
Insurance

SH 8.
Addition of Insurance Plans should require Authentication
SH 9. If a policy is cancelled it should be disabled against fraudulent claims
Legal

SH 10.
Protect patient confidentiality
SH 11.
Data stores, and data protection mechanisms should be secure enough to be admissible in a court of law
System Management / Tech Support

SH 12.
Software should include a debugging mode, which would allow for system troubleshooting

SH 13.
As errors are encountered, they should be added to an error log

SH 14.
Expandability: should be able to add new passport types, and upgrade software
Developers
SH 15.
1) The Medic Alert Passport System should use Reusable, extendable Software Components, 2) and should implement a versioning system
SH 16.
Stable requirements
SH 17.
Reasonable system foresight
Project Management
SH 18.
Timely development 
SH 19.
Good Software Engineering Process

SH 20.
System Quality 

Common

SH 21.
Ease of Use: Low learning curve, user friendly

SH 22.
System should be easy to integrate into current software systems

SH 23.
Information should be stable, and changeable by authorized personal only

SH 24.
Information logging: Information stored at “prescription fill” should be auditable in the case of a mal-practice lawsuit

SH 25.
Contract: Provide a patient verification of past allergies and medications (I “insert name”, herby…)

Functional Requirements:
	Ref. #
	Requirement
	Priority

	R 4.1
	The passport holder shall be able to control group level access to passport records on an individual basis.  
	Shall

	R 4.2
	Blocked or restricted information shall be made visible with patient verification.  The blocked information shall only be visible during that transaction.  Patient verification shall be given in the form of a PIN (personal identification number).
	Shall

	R5
	No information should be added to the passport without the patients consent
	

	R 6
	View a history log of the past three transactions
	Should

	R 7
	The Medic Alert Passport System shall provide emergency room personnel with information access to all visible (non-blocked) information on the Medic Alert Passport
	Shall

	R 8
	The Medic Alert Passport System shall require insurance company authentication before new insurance policies are added to a Medic Alert Passport
	Shall

	R 9
	During a Medic Alert Passport Transaction, if a cancelled insurance policy is encountered, that policy should be disabled against future use
	Shall

	R 24
	The Medic Alert Passport System shall provide a “snap shot” of the information accessed during a “suitable transaction”.  The “snap shot” shall be maintained as long as the physical memory on the passport permits.  The “snap shot” shall contain the information accessed, and its state, during that transaction.  The following is a list of suitable transactions: prescription fill, and prescription issue.
	Shall

	R 25
	The Medic Alert Passport shall authenticate a writ of acknowledgement, which will be stored, off-passport, on the accessing parties hardware
	Shall

	R26
	The MAP system shall store the following information:

· Patient’s name

· Past Medical History

· Allergies

· Medication

· Prescription Information

· Disabilities

· Current Tests

· Health Insurance

· SSN

· Organ Donor

· Emergency contact Information

· Address

· Phone number

· History logs ( the last 3 transactions) 
	Shall

	R27
	The Patient shall have read access to all information stored on the passport
	Shall

	R28
	The Patient shall be able to change the following records.

· Organ donor

· Emergency contact information (2 records)

· Address

· Phone Number
	Shall

	R29
	Doctors( Family Physicians) and Emergency personnel shall have write access to the following passport records

· Allergies

· Medications

· Prescription Information

· Disabilities

· Current tests

· Past medical history
	Shall

	R30
	Pharmacy personnel shall have read access to the following passport records

· Name of the patient

· Past medical history

· Allergies

· Medications

· Prescription Information

· Health insurance 
	Shall

	R31
	Pharmacy personnel shall have write access to the patient’s current medication records, they shall also be able to update prescription quantities after a prescription is filled.(this will fleshed out in more detail in future revisions)
	Shall 

	R32
	The hospital billing department shall have read access to the following passport records

· Name of the passport holder

· Current tests

· Health insurance

· SSN

· Address

· Phone number
	Shall

	R33
	The hospital billing department shall have write access to the payment information (this is uncertain and will be fleshed out in more detail in future revisions) in the current test records of the passport.
	Shall

	R34
	The medical information stored on the passport shall help to protect the passport holders against allergic reactions, and over medication by providing medical personnel with a reliable medical information store.
	Shall

	R35
	The MAPS shall help the Emergency Personnel to give correct treatment when the passport holder is unconscious by providing a store of relevant medical information.
	Shall

	R36
	The MAPS shall facilitate hospital check-in by

· Uniquely identifying the passport holder and eliminating the need for alternate forms of identification.

· Authenticating medical information , SSN, Insurance information and current tests
	

	R37
	The MAPS shall facilitate prescription renewal by

· Uniquely identifying the passport holder

· Authenticating prescription information

· Authenticating medical information.

· Removing the need for “paper prescriptions”
	

	R38
	For MAPS system to function properly

· Patients must carry their passport

· Passport must be presented at all medical appointments

· As relevant information is discovered it should be added to the passport.
	

	R39
	All MAPS application shall uniquely identify themselves as a doctor, ER, pharmacy, hospital billing department or patient terminal when the passport is placed into the PAD
	


Non-Functional Requirements:
	Ref. #
	Requirement
	Priority

	R 1
	The Medic Alert Passport shall be able to fit within a credit card, ring, watch, bracelet, or necklace
	Shall

	R 2
	The Medic Alert Passport shall be water resistant (water submersion), and impact resistant (10 ft drop), if it is placed within a credit card it should also be flexible enough to place in a wallet or purse 
	Shall

	R 3
	To prevent against monetary prejudices, the Medic Alert Passport System shall not require that the passport owner purchase any additional technology (other than the passport) to have access to the full range of features provided.  In order to provide this, all locations participating in the MAPS program shall provide a kiosk for the Passport Holders.
	Shall

	R 10
	It should be prohibitively expensive for unauthorized personal to gain access to information stored on a Medic Alert Passport
	Should

	R 11
	Data stores, and data protection mechanisms should be secure enough to be admissible in a court of law
	Should

	R 12
	The software shall include a debugging mode, which should be invisible to the average user, but start-able with a hidden switch. It should provide access to the following relevant diagnostic information:

· Communication history

· Passport Type

MAPS developers may add additional information during the design phase of the project.
	Shall

	R 13
	As exceptions are encountered during system execution, they should be added to an error log.  Each exception message should be traceable to a particular location in the software.  This information should be viewable by system administrators only.
	Should

	R 14
	Passport configuration should be modular such that new passports can be dynamically added to the system.  Passports must conform to a standard hardware/communication standard for this to be possible.
	Should

	R 15.1
	The Medic Alert Passport System should be component based, with clearly defined interfaces between the software components
	Should

	R 15.2
	An information database shall be kept about system releases in the field.  It should be closely tied to a Code Versioning System
	Shall

	R 16
	No requirements should be placed upon the Medic Alert Passport System after it has entered into architectural planning without the consent of the development team.  Those requirements, which are not approved, will be added to the next stake holder document (stake holder document for the next software release).
	Should

	R 16.1
	Unapproved requirements will be added to the next stake holder document (stake holder document for the next software release).
	

	R 17
	The system developers should be made aware of the possible future direction the MAPS will undertake.  i.e.) The development team should know as much information as possible about the feature sets of future MAPS releases.
	Desirable

	R 18
	The development schedules shall follow the deadlines set by the project management team
	Shall

	R 19
	The development team shall follow good software engineering practices and principles
	Shall

	R 20
	Overall system quality shall be checked prior to the release of the MAPS.  The software system shall behave the same way as specified by the requirements documents, and should not “crash” under circumstances covered by the use cases and help documentation. 
	Shall

	R 21.1
	A help document shall be provided for all software function menus and use cases 
	Shall

	R 21.2
	An evolutionary online help document and FAQ shall be made available.  It should contain answers to commonly encountered problems and questions
	Shall

	R 21.3
	All user, other the system management personnel, interaction shall be done through a graphical user interface
	Shall

	R 22.1.1
	The MAPS shall function as a stand-alone application 
	Shall

	R 22.1.2
	The stand-alone application shall be window-able such that it minimally interferes with existing applications on the system hardware.
	Shall

	R 22.2
	As time permits the MAPS should be developed into software components which can be integrated into existing software systems
	Desirable

	R23
	Information shall be changeable by authorized personal only
	Shall


Tests (Functional):
	Ref. #
	Test

	T 4.1
	Start with all medical information visible to their respective group members.  Block information piecewise and check for visibility in each group.  Reverse the process to ensure that the information is restorable

	T 4.2
	Block information all information on the passport, prompt the user for PIN verification, and check for proper visibility of information.  Remove the passport and reinsert it into the PAD, ensure that the blocked information is now invisible.  Repeat this process for all user groups of the MAPS.

	
	No information should be added to the passport without the patients consent

	T 6
	Submit a passport for a transaction to a variety of different locations, record all information accessed, and verify that the proper information is included in the history log.

	T 7
	Insert a passport into an ER Medic Alert Passport terminal and verify that all the non-blocked information is visible.

	T 8
	Add an insurance policy to a Medic Alert Passport, then verify that insurance policy information has been authenticated. 

	T 9
	Cancel an insurance policy contained on a Medic Alert Passport with the insurance company test application only, insert the MAP in a MAPS application which checks the insurance information (against the insurance company test app.) and verify that the insurance policy information has been disabled on the passport.  This should be repeated for all applications which access the insurance information

	T 24
	Verify a “snap-shot” is created (memory permitting), create different “snap-shots” until the memory resources a are exhausted, verify the oldest “snap-shot” information was replaced with the newest “snap-shot”

	T 25
	Verify that the writ of acknowledgement was created, stored off-passport, and properly authenticated



Tests (Non-Functional):

	Ref. #
	Test

	T 1
	Check the physical size of the Passport, ensure that it meets the desired specification.

	T 2
	Stress test the passport: wear it, or keep it in a wallet or purse, subject it to everyday wear and tear.  Submerse it in water, drop it from a height of 10 ft, sit on it…  Then test it for proper functionality.

	T 3
	Verify that locations participating in the MAPS provide a kiosk for their users.

	T 10
	Take a survey about how much a user would pay to protect the information contained on a MAP.  Then calculate the cost in time and resources it would take to break passport security.  Verify that the cost to break is at least an order of magnitude greater then the amount the average user would pay to protect the information

	T 11
	Have a team of lawyers determine whether the protection mechanisms are sufficient enough to be admitted as evidence into a court of law.

	T 12
	Create a known passport configuration.  Insert it into the PAD, and view configuration information.  Verify the information matches the known configuration.  Start a known Communication scheme, (or run it in debugging mode) and verify all communication between the Passport and PAD is shown in the communication history window.  Much of this information is going to be determined by the system developers during the system development process, all information relevant to system trouble shooting should be included in this interface.  To be decided…..

	T 13
	Stress test the system with known errors.  i.e.) Insert a passport with no Passport system installed…..   These tests will be determined by developers as the system is coded, as exception handling is built into the code.  Run a search on the source code to verify that the exception messages are duplicated

	T 14
	During initial configuration, exclude a passport type. After the system has been deployed, add the “new” passport to the system.

	T 15.1
	Ensure “we developers” follow “component based” design practices and principles

	T 15.2
	Verify that a CVS system is in place with its corresponding database.  Ensure code is marked for all software releases

	T 16
	This can be tested by monitoring for changes in requirements (specified by stake holders) as the project is being developed.  

	T 16.1
	Verify a stake holder needs document is kept for the next software release (for all unapproved additional requirements)

	T 17
	“learning curve”: keep track of future feature sets.  Educate the stake holders on the short-comings of this requirement and its cost (time and resources) on the project.  i.e.) if a system was designed platform dependent and later decided to be platform independent.

	T 18
	Keep track of the project activity.  Check it against the project deadlines.

	T 19
	This will be tested by Kuhl based on our deliverables, our presentations, and ultimately our grade in the class.(  In industry it would be tested with code reviews, peer evaluations and employee evaluations.

	T 20
	The finally developed software is tested to check if it meets the requirement specification. ( not advisable to check for all the possible cases , develop only certain test cases (subset ) and test them).

	T 21.1
	Verify the help document exists for all uses cases and menu functions

	T 21.2
	Verify the existence of an online help document, and FAQ.  Verify with tech-support that the most recent information is contained within them

	T 21.3
	Verify that all functions are performed through the MAPS graphical user interface.  This can be verified with the interface documents during the design phase.

	T 22
	Integrate Medic Alert Passport System into current software systems, check both of them work fine

	T 23
	Have user groups attempt to modify information beyond their write access privileges (laid out in table 1).  Verify the attempts were unsuccessful.  This in combination with T 10 will verify R23
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